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1 Introduction 

The CE6014 module will introduce the field of Construction Informatics and its role 

in the architecture, engineering and construction (AEC) sector. To provide a broad and 

sound conceptual framework for construction informatics, its role, classification of its 

topics,and core knowledge on the three main areas: computation, information 

representation and interpersonal communication. 

Learning Outcomes 

On successful completion of the module, the students will be able to: 

 Define the role of informatics in society in general and in AEC in particular 

 Describe the strategic importance of the informatisation of the AEC sector 

 Explain the potentials of Construction informatics in general and of various 

specific application areas. 

 Discuss critically the specific problems of construction informatics. 

 Understanding of current and future information-communication technologies 

in relation to AEC. 

To demonstrate a level of understanding within the CMC field we ae to produce a 

project of our own choosing but  based around the following topics- 

 Document sharing. 

 Collaborative document editing  

 Sharing news about the progress of the site using RSS or related 

technologies. 

 Collaborative office solutions, web based calendars and project 

planning  

 Modelling buildings using BIM 

 Computing environments: HPC and HTC, using cloud computing 

technologies 

The resultant project submission are to be presented as well as handed out, and  should 

realise a viable  solution  that would convince a boss of a SME company to use this 



  

  Page 3 

technology. In the role of the audience, the students must play the boss, devil’s 

advocate, co-workers in that company. In addition to this industrial case, the 

presentation must establish a connection between lecture topics and the technology 

explored. 

The project will be consist of three main objectives, these being problem description, 

Objectives and the proposed solution. 

 

2 Problem description  

“”Demonstrating inter-organisational compliance utilising a viable AEC or 

other Communication model” 

 

 

In the initial presentation I produced to outline my problem description, I focused 

solely on the means of being able to share data between many enterprises and many 

users in an endeavour to negate waste and duplication whilst improving efficiency 

and ultimately providing the means to demonstrate compliance to all stakeholders. 

The objective was to review and compare market leading file sharing applications, 

discussing the pro’ and cons of each and then to measure against my organisations 

offering. 

Identifying or hypothesising a viable interoperable platform by which all parties 

from the originator of the data to the overarching recipient and anyone relevant in 

between was to be the solution. 

During the feedback to my problem discussion presentation, and that of several 

colleagues, Professor Dolenc highlighted his concerns and associated risks on the 

proliferation of public sharing sites being used by organisations to share their 

information. 
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This concern has piqued interest and as such whilst the main problem  and solution 

of my project  remain the same I would now like to include a discussion on my 

industries dependence on the use of  proprietary public file sharing applications, to 

understand how they work, the perceived benefits and associated risks of such 

platforms. 

 

2.1 BACK GROUND 

I work in the FM sector, predominately managing building services / HVAC 

infrastructure for large corporate, commercial or pharmaceutical facilities. These sites 

can contain thousands of assets, the majority of which require regular inspection 

during  their lifecycle to confirm statutory, regulatory or legislative compliance. These 

inspections are generally carried out by specialist operatives either directly engaged 

by an FM provider or via sub-contracted provision. 

The hierarchy or supply chain involved with delivering Hard FM contracts can be 

multi-tiered and as such reciprocal information flow can be convoluted.  

 

Figure 1 FM hierarchy 
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Figure 1 above provides a simplistic illustration of a generic FM contractual 

relationship. A single entity or conglomerate will own a building or facility. They in 

turn will employ a managing agent to look after their asset. Managing Agents will 

employ specialist-outsourced venders to provide, cleaning, M&E, security and 

hospitality and so on. 

Other than supply chain implications, cleaning, security and hospitality are liner 

process that can be delivered with a site based incumbent work force. M&E on the 

other hand requires the support and involvement of OEM and specialist service 

providers to ensure that the diverse and specialist building services infrastructure is 

maintained to ensure uptime. 

An FM provider looking after large contract could well enter into scores of sub-

contract agreements who in turn could well engage specialist or singular niche 

providers. 

When one starts to look the reporting aspect of maintaining thousands of assets its 

quickly evident that collecting, sanitising and collating data, service sheets, certificates 

and the  and the like from numerous sources is a significant logistical challenge. 

With the advent of CAFM, CMMS or ERP systems and their ability to readily trend 

data within, the need to ensure a timely flow of information to demonstrate contract 

compliance and to substantiate SLA / KPI criteria is paramount. Herein lies my 

problem. 

2.2 DEMONSTRATING COMPLIANCE 

When you have your boiler serviced at home, the competent person will attend your 

premises and service your appliance, testing to ensure that gas and combustion 

emissions are within stipulated tolerances. 

Irrespective of the outcome, you will be left with a signed official document bearing 

the name of the applicable governing body advising you, the homeowner, of your heat 

exchangers condition.  
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This document is proof and evidence of your statutory obligation to service your boiler 

and as such can be easily retrieved when needed. 

 

 

 

Figure 2 Compliance in Domestic settings 

 

Prior to the second communication revolution of circa 2000, the same rationale was 

applicable to all service sectors supported by FM providers. Hard copy sheets were 

left on site to demonstrate compliance / completion of work activities in accordance 

with agreed service agreements.  

These sheets and all relevant supporting documentation could then be drawn upon 

when audited by a local client base or independently appointed consultant. 

Although dependant on space for physical filing / archiving and a proficient 

administrative system being in place it was an extremely successful and reliable means 

of demonstrating compliance against an instructed scope. 

Audit reports would be physically escalated to the client who in turn would report to 

their clients in hardcopy, generally typewritten format.  The original documents would 

never need to leave the site question and all stakeholders would  accept the information 

as presented at their given levels of authority  based on the embedded governance. 

Jump forward 10 years and we found ourselves, and continue to do so, in the midst of 

confusion and inconsistency. The advent of a plethora of technologies with which to 
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exchange information has ultimately led to a lack of control and in some cases 

ownership as we lose sight of who is doing what. 

I would say up to circa 2008, the majority of paperwork was still issued physically. It 

was only the larger multinationals who started to roll out electronic sheets post visit 

or niche specialists who dabbled with technologies such as digital pens and paper.  

By 2013/14 the trend was reversing with hard copy sheets being the minority and 

electronic submissions in various formats being the mainstay.  In my current role 90% 

of the proof and evidence I receive is electronic in many guises and via numerous 

sources. 

In eighteen years, it could be said that we have evolved from hand written 

documentation delivered by post to sheets populated on smart devices and issued 

automously via cloud based servers never to receive any other human intervention 

until it ends up in a designated email inbox. Even then, there is no guarantee. 

Below is example list, not exhaustive, of electronic media types received on a regular 

basis from suppliers, Peers and vendors alike: -  

 Word documents  

 Excel documents  

 Planner  

 Portable document format 

 HTML  

 JPEG 

 Video 

 Hyperlinks to public file sharing sites 

 Invitations to join vendor or client portals 

 Internal CAFM / CMMS/ ERP reporting & data 

 File paths to central file locations  

 External hard drives  

The FM world, like many others has tried to harness technology to provide efficiencies 

across its service lines. With regards to building services engineering, this can be seen 

as a huge success. Myriad case studies can be cited detailing performance, longevity 
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and reliability improvements, energy reductions and cost savings and so on but when 

it comes to the reciprocal exchange of basic information, we are not so proficient.  

In an endeavour to maximise the expedience and instantaneous nature of electronic 

communication and the plethora of systems and applications at our disposal we have 

created a logistical monster that is often more of a hindrance than a panacea.   

If we take the boiler service example and apply it to the FM hierarchy as shown in 

figure 1, an exaggerated path that our service sheet could take is demonstrated in figure 

3 below. 

Where once the sole transaction took place between the competent person and site 

representative our service sheet can now pass through the inboxes and folders of 

numerous individuals in many organisations, changing name and format along the 

way, all of whom stake a claim in using the information to obligate a function of their 

role. The same data can be stored many, many times over before its content reaches 

the overarching owner. 

As challenging as this is, I have only discussed the linear flow of information from 

engineer to asset owner on the premise that the data contained in the document is 

suffice to demonstrate compliance. If the service highlighted a deficiency or need for 

remedial intervention, our communication and ultimate capability of demonstrating 

compliance is further impeded by the convoluted nature of the reciprocal escalation 

hierarchy within FM contracted services. 
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Figure 3 FM Information flow in the digital age 

 

I also need to consider tools such as CMMS, CAFM. ERP and CRM applications and 

identify the role these systems play, especially with larger FM and more advanced 

SME’ in the handling and retrieval of documentation. 

These solutions are sold as means of being sole repositories for recording transactions 

across an entire delivery. They can be used to plan and resource labour, generate 

purchase orders, track budgets, trend data and so much more but  all of them, of which 

there are many, have a fundamental flaw. The aggregation and quality of output data 

is only as good as the data inputted. 

Generally speaking, those individuals who operate the afore the mentioned systems  

are not involved in their construction / implementation and are  not  necessarily 

conversant with the data they are handling and as such lack the skills to challenge the 

authenticity or accuracy of the information they handle. The resultant outputs of their 
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endeavours can realise dashboards such as that shown in figure 4 below but headline 

figures can be subjective. 

The underpinning data, to construct the graphical representation in these scenarios 

comprises of 14,543 transactions for a single contract over an eighteen-month period. 

That is an awful lot of data to handle, interpret and manage. 

On the face of things, everything looks to be in order. However, Issues present when 

physical substantiation is required in response to challenges or governance activities.  

Tasks can be assigned as complete / closed without supporting documentation being 

uploaded or linked to the activity or in reverse it can be present without its content 

being digested or understood. 

 

Figure 4 PPM dash board reporting 

 

 

Figure 5 Underpinning PPM dash board data 
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Further confusion and dilution can manifest if other functions within an organisation 

require access to the same piece of information. 

It would not be unusual for a vendor’s work sheet to be received by a help desk 

operative who would then process it within the CAFM application. If suitable 

governance is in place, Technical Managers, Compliance, HSE, Account managers 

and accounts payable operatives could or should all need sight, where relevant, to 

ensure  departmental objectives has been met. To this end, this one piece of 

information could be disseminated numerous times within a single organisation. If 

governance is poor, sole ownership  or defined resultant actions arising from the work 

sheet invariably get lost in the ether which in turn then require numerous admin hours 

to back track and resolve if tasked to irrefutably demonstrate status. 

When you apply this concept to the hundreds of thousands of transactions required to 

deliver an integrated or sole discipline FM contract, then the scale and magnitude of 

the issue is multiplied many times over. 

2.3 PROBLEM DESCRIPTION SUMMATION  

The need to share and evidence documents within an inter-organisational digital word 

in an endeavour to demonstrate contractual compliance is fraught with complication 

and protraction. 

The transition from and transferal of hard copy documentation to electronic media has 

created single points of failure that can be attributed to individuals, applications, and 

security restrictions to name a few. 

Advances in communication technology would appear to have contributed to resource 

waste and led to the impedance of reciprocal information amongst inter-organisations 

at a user level 

To eliminate fragmentation and promote interoperability one must look at solutions to 

can unify interpersonal, interdepartmental and inter-organisational as depicted in the 

graphics below. 
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Figure 6 Inter-Personal                              Figure 7 Inter-Departmental 

      

 

Figure 8 Inter-Organisational – All graphics courtesy of M Dolenc & R Klinc 
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3 Objectives  

 

My current employer, Apleona, utilises Microsoft Navision as its core ERP / CAFM 

system. In MS’ own words, ‘Microsoft Dynamics NAV is multi-language, multi-

currency business management solution that helps small and mid-size companies 

worldwide manage their accounting and finances, supply chain, and operations. Start 

with what you need now and easily adapt, as your business needs change. In the 

Microsoft cloud or on your servers—the choice is yours’. 

Apleona is not a SME and as such, we are deploying the extended functionality 

afforded by the platform across all international business units. There are obvious 

benefits in utilising a single operating platform across an entire organisation and as a 

standalone initiative, the proffered standardisation and continuity should provide 

optimisation across our delivery. 

However good on paper this and many other similar systems may look, they are all 

undermined by the weakest link in process; Human intervention and manipulation. In 

essence, the quality of information derived from such a system can only be as good as 

the quality of the original data used to build or populate the system. 

Our Navision system is sold as a one-stop shop for workflow, resource planning, and 

procurement and supply chain. The intent is that all applicable documentation 

pertaining to the workflow, both financial and operational is retrievable from the 

system. This is seldom the case. 

Whilst the former is easily evident with Navision being the originator of all work 

orders, purchase orders and invoices the later is still very much reliant on relevant 

documents being received by the correct individual and assigned accordingly. 

As a result of an organisations inability to successfully administer its choice of 

computerised management system, individuals or teams rely on other means of storing 

and sharing documentation. Conventionally this would stem from folders on a local 

machine that would eventually migrate to a folder on a shared server. Whilst this 
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obligates peer-to-peer needs, it faces inter-department challenges and definitely 

negates inter-organisational sharing. 

As a work around, individuals and companies alike have turned to file sharing sites 

like those shown below in figure in six as a means of providing a viable mechanism 

with which to share information. 

 

 

Figure 9 File sharing comparison table – Courtesy of CIO IDG 2014 

 

The original premise of my objectives was to compare a selection of the market leaders 

and comment accordingly but as the CMC module has progressed, my question and 

ultimate research needs have evolved from basic comparison to understanding what 

file sharing sites are, how they work, the associated risks and why industry is happy 

to use them with impunity. 

To progress the rationale, one must appreciate what cloud based computing is. 
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3.1 UNDERSTANDING CLOUD COMPUTING  

The definition for the cloud can seem murky, but essentially, it’s a term used to 

describe a global network of servers, each with a unique function. The cloud is not a 

physical entity, but instead is a vast network of remote servers around the globe, which 

are linked together and meant to operate as a single ecosystem. These servers are 

designed to either store and manage data, run applications or deliver content or a 

service such as streaming videos, web email, office productivity software or social 

media. Instead of accessing files and data from a local or personal computer, you are 

accessing them online from any Internet-capable device – the information will be 

available wherever you go and whenever you need it.[1] 

Businesses use four different methods to deploy cloud resources. There is a public 

cloud that shares resources and offers services to the public over the Internet, a private 

cloud that isn’t shared and offers services over a private internal network typically 

hosted on premises, a hybrid cloud that shares services between public and private 

clouds depending on their purpose, and a community cloud that only shares resources 

between organisations, such as with government institutions. [1] 
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Figure 10 Cloud deployment model – Picture courtesy of Marwin Britto 

 

 

3.1.1 Public  

The public cloud is defined as computing services offered by third-party providers 

over the public Internet, making them available to anyone who wants to use or 

purchase them. They may be free of charge or sold on demand, allowing customers to 

only pay per usage for the CPU cycles, storage or bandwidth they consume. [1] 
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Unlike private clouds, public clouds can save companies from the expensive costs of 

having to purchase, manage and maintain on-premises hardware and application 

infrastructure – the cloud service provider is held responsible for all management and 

maintenance of the system. Public clouds can also be deployed faster than on-premises 

infrastructures and with an almost infinitely scalable platform. Every employee of a 

company can use the same application from any office or branch using their device of 

choice, as long as they can access the Internet. While security concerns have been 

raised over public cloud environments, when implemented correctly, the public cloud 

can be as secure as the most effectively managed private cloud implementation if the 

provider uses proper security methods, such as intrusion detection and prevention 

systems (IDPS). [1] 

 

3.1.2 Private  

The private cloud is defined as computing services offered either over the Internet or 

a private internal network and to selected users only instead of the general public. Also 

called an internal or corporate cloud, private cloud computing gives businesses many 

of the benefits of a public cloud, including self-service, scalability and elasticity, with 

the additional control and customisation available from dedicated resources over a 

computing infrastructure hosted on premises. In addition, private clouds deliver a 

higher level of security and privacy through both company firewalls and internal 

hosting to ensure that operations and sensitive data are not accessible to third-party 

providers. One drawback is that the company’s IT department is held responsible for 

the cost and accountability of managing the private cloud. So private clouds require 

the same staffing, management and maintenance expenses as traditional data centre 

ownership. [1] 

Two models for cloud services can be delivered in a private cloud. The first is 

infrastructure as a service (IaaS) that allows a company to use infrastructure resources 

such as compute, network and storage as a service. The second is platform as a service 

(PaaS) that lets a company deliver everything from simple cloud-based applications to 

sophisticated enterprise applications. Private clouds can also be combined with public 

clouds to create a hybrid cloud, allowing the business to take advantage of cloud 
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bursting to clear more space and scale computing services to the public cloud when 

the computing demand increases. [1] 

 

3.1.3 Hybrid 

A hybrid cloud is a computing environment that combines a public cloud and a private 

cloud by allowing data and applications to be shared between them. When computing 

and processing demand fluctuates, hybrid cloud computing gives businesses the ability 

to seamlessly scale their on-premises infrastructure up to the public cloud to handle 

any overflow, without giving third-party data centres access to the entirety of their 

data. Organisations gain the flexibility and computing power of the public cloud for 

basic and non-sensitive computing tasks, while keeping business-critical applications 

and data on premises, safely behind a company firewall. [1] 

 

Using a hybrid cloud not only allows companies to scale computing resources, but it 

also eliminates the need to make massive capital expenditures to handle short-term 

spikes in demand, as well as when the business needs to free up local resources for 

more sensitive data or applications. Companies will only pay for the resources they 

temporarily use instead of having to purchase, program and maintain additional 

resources and equipment that could remain idle over long periods of time. Hybrid 

cloud computing is a “best of all possible worlds” platform, delivering all of the 

benefits of cloud computing (flexibility, scalability and cost efficiencies) with the 

lowest possible risk of data exposure. [1] 

3.1.4 Community  

A community cloud in computing is a collaborative effort in which infrastructure is 

shared between several organizations from a specific community with common 

concerns (security, compliance, jurisdiction, etc.), whether managed internally or by a 

third-party and hosted internally or externally.This is controlled and used by a group 

of organizations that have shared interest. The costs are spread over fewer users than 

a public cloud (but more than a private cloud), so only some of the cost savings 

potential of cloud computing are realized. [2] 
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3.1.5 IaaS 

Infrastructure as a service can be described as a pay-as-you-go access to storage, 

networking and computing resources. 

 

3.1.6 PaaS 

Platform as a service is a cloud-based platform used to build, test and deliver 

applications. 

3.1.7 SaaS 

Software as a service provides internet access to third-party software on a subscription 

basis. 

 

3.1.8 Five essential characteristics  

3.1.8.1 On Demand Self Service  

A consumer can unilaterally provision computing capabilities, such as server time and 

network storage, as needed automatically without requiring human interaction with 

each service provider. [3] 

3.1.8.2 Broad Net Work Access 

Capabilities are available over the network and accessed through standard mechanisms 

that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones, 

tablets, laptops, and workstations). [3] 

3.1.8.3 Resource Pooling  

The provider’s computing resources are pooled to serve multiple consumers using a 

multi-tenant model, with different physical and virtual resources dynamically assigned 

and reassigned according to consumer demand. There is a sense of location 

independence in that the customer generally has no control or knowledge over the 

exact location of the provided resources but may be able to specify location at a higher 
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level of abstraction (e.g., country, state, or datacenter). Examples of resources include 

storage, processing, memory, and network bandwidth. [3] 

3.1.8.4 Rapid Elasticity  

Capabilities can be elastically provisioned and released, in some cases automatically, 

to scale rapidly outward and inward commensurate with demand. To the consumer, 

the capabilities available for provisioning often appear to be unlimited and can be 

appropriated in any quantity at any time. [3] 

3.1.8.5 Measured Service  

Cloud systems automatically control and optimize resource use by leveraging a 

metering capability at some level of abstraction appropriate to the type of service (e.g., 

storage, processing, bandwidth, and active user accounts). Resource usage can be 

monitored, controlled, and reported, providing transparency for both the provider and 

consumer of the utilized service. [3] 

 

 

3.2 HOW DO FILE SHARING SITES WORK 

File sharing platforms use a range of longstanding protocols and processes developed   

many years ago to enable the electronic transferal over the Web. I will only discuss 

several of the more prominent tools as I look to improve my understanding. 

3.2.1 FTP 

FTP or file transfer protocol is a protocol used for exchanging files over the Internet. 

FTP works in the same way as HTTP for transferring Web pages from a server to a 

user's browser, and SMTP for transferring electronic mail across the Internet in that 

FTP uses the Internet's TCP/IP protocols to enable data transfer. FTP is most 

commonly used to download a file from a server using the Internet or to upload a file 

to a server (e.g., uploading a Web page file to a server).  
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Figure 11 FTP process - Picture courtesy of DeskShare 

 

There are two types of FTP. One is known as passive and the other active. 

 

 

 

In "passive" mode (a.k.a. "PASV"), both control and data connections are made from 

your FTP client to the FTP server. In firewalled deployments, all connections are made 

from the Internet to the server (rather than from the server back to the Internet), so 

passive mode is also known as "firewall friendly" mode in some products. [4] 
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"Active" mode is how FTP originally worked, and it is still supported (and 

occasionally required) by many servers. In active mode, the control connection is 

made from the FTP client but all data connections are made from the FTP server to 

the FTP client. (Yes, back the other way.) In order for this to work, you usually need 

either no firewalls or firewalls that understand the FTP protocol and can dynamically 

open ports between clients and servers that look like they are performing ACTIVE 

mode FTP transfers. [4] 

It is best practice to  try and use passive mode, and only use active mode if a legacy 

deployment absolutely requires it. Fortunately, most modern clients and servers 

already support passive mode and use it by default when transferring files. 

Network security teams prefer passive mode because it avoids inbound connections 

from the Internet back into individual clients. (Almost no corporate security team 

would permit this.) End users prefer passive mode because it is more reliable than 

active mode over the Internet. Active mode doesn't work unless multiple firewalls 

have been configured to allow it whereas  passive mode generally only requires the 

server firewall to have been configured. 

Passive mode is also preferred when using FTPS (FTP over SSL/TLS) because 

firewalls that can make active mode adjustments for plain text FTP cannot read FTPS 

control channels or make active mode FTPS adjustments. [4] 
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3.2.2 P2P 

Peer-to-Peer file sharing technology can trace its origins back to piracy and the boom 

in illegally sharing copyright data such as music and film files. 

The internet generally runs on what is called a client-server model. This can be refined 

as website hosted on a powerful server somewhere in the word. This delivers a piece 

of information when your computer or phone requests it. This might be a font used to 

display the website correctly, or it could be an applications ISO you want to download. 

The server sends the file to you. When the next user comes along, the process repeats. 

This works well for websites, but does not scale well for distributing large files. It’s 

mainly a problem of speed, bandwidth, cost, and legality. 

Speed on a traditional web host is quite limited. It’s fine for transmitting small amounts 

of text to render a website, and some web servers are optimized just to serve images. 

But for larger files, that would require a burst of speed that isn’t sustainable for long 

periods and locks the server up for other users. Bandwidth is also costly.  

When used inappropriately, from a legal perspective, it is relatively easy to locate a 

single server, shut it down and then prosecute the owner. P2P was therefore born of 

necessity to circumnavigate the law for those who wanted to distribute copyrighted 

files with anomimity. 
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Figure 12 P2P - Picture Courtesy of design citizen 

 

Peer-to-peer is an entirely different model, in which everyone becomes a server. There 

is no central server; everyone who uses the network acts as his or her own server. 

Instead of simply taking files, peer-to-peer made it a two-way street. 

You could now give back to other users. In fact, giving back (known as “seeding” 

nowadays) is critical to the success of peer-to-peer networks. If everyone just 

downloaded without giving anything back (called “leeching”), the network would 

offer no benefits over a client-server model. 

In the client-server model, performance degrades with more users, as the same amount 

of bandwidth is shared among more people. In peer-to-peer networks, more users 

make the network more effective. The more users that make a particular file available 

from their hard drives, the easier it is for new users to get that file. 

In modern P2P networks, it’s actually faster when more users download a file. Instead 

of taking the whole file from one user, you are taking smaller pieces from hundreds or 

thousands of others. Even if they only have a little bandwidth to spare for you, the 

combined connections mean you get the maximum speed possible. Then you, in turn, 

contribute to distribute the file again. 

In earlier forms of P2P networks, a central server was still necessary to organize the 

network, acting as a database that held information on connected users and files 

available in the system. Though the heavy lifting of file transfers was done directly 
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between users, the networks were still vulnerable. Knocking out that central server 

meant disabling communications completely. 

This is no longer the case thanks to recent developments. Nowadays, the software can 

ask peers directly if they have seen a particular file. There is no way to knock out these 

networks—they are effectively indestructible! 

3.2.3 EFSS 

EFSS stands for “enterprise file sync and share.” It can be considered as cloud storage 

for business. The goal of an EFSS platform is to give employees the freedom to work 

from anywhere while at the same time enhance working online with a group of people 

geographically spread. 

The merits of working remotely have been discussed for years. Some employers 

embrace it because it opens up the talent pool by removing regional restrictions on 

hiring and saves money on office space. Others favour remote work because it can 

lead to better employee satisfaction, which results improves retention and increases 

profitability. 

3.2.4 What Makes an EFSS Solution 

With a few exceptions, the basic elements of most EFSS tools are similar from one 

service to the other. The central mechanism is the sync folder. This is basically a 

special folder that sits in your device file system, but is also connected to the cloud. 

Any content you put in this folder is sent to a remote data centre, then to any other 

synced devices. 

The result is that an employee can make a change to a file on their device and all others 

will see that file change almost instantly on their own devices. Most EFSS tools also 

let you create work groups and shared folders, and invite others look at specific files 

by generating links that point to those files. 

With such commonalities, you would be forgiven for thinking that it does not really 

matter on the choice of solution to go with, whether it be OneDrive for Business of 

Box, or Dropbox Business over Egnyte Connect, or so on. To this end the decision for 

many SMB owners generally comes down to the bottom line, which may not always 
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be the wisest of driver. However, the truth of the matter is that while basic features 

may be generally the same between platforms, execution varies wildly and as such, a 

thorough understanding of the proffered solution must be gained prior to engagement. 

3.2.5 Block level file transfer 

A number of leading the backup providers and a small number of EFFS providers 

utilise a key sync feature called block-level file transfers. This type of file transfer 

means that only the parts of files that actually changed are synced rather than the entire 

file. This approach saves considerable time. Block-level sync sometimes referred to 

as “differential sync” or “delta copying.”  

Block level file transfer is much more prevalent in the back up sector and only starting 

to be a tool used in cloud storage applications.  

 

3.2.6 Storage Vs Back up  

To understand the difference between storage and back up I will just recap on clouds 

in general. 

Conventional cloud storage systems are an extension of a personal hard drive that can 

be accessed from pretty much any device or browser. 

The advent of sync and share applications allows one to edit a file on a device and 

have those edits reflected on another device in near real time. This is enabled by the 

use of sync folder which. This folder allows folders placed within it to be stored on 

both the local hard drive and the cloud 

Any device with the cloud storage client installed on it will have this folder installed, 

too, which is mirrored across all devices connected to your cloud storage space. The 

cloud is the middleman, passing updates made on computer to the others.   

To some, this defeats the essence of cloud storage. As a work around the option of 

selective “sync” which allows the user to turn on off the sync function has been 

developed. This allows one the option to save files on just your hard drive or both 
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3.2.6.1 Back up  

Cloud storage is essentially the vital purpose of supplementing ones hard drive; the 

vital purpose of online backup is to replicate it. 

 

3.2.6.2 Storage 

Cloud storage solutions do not have scheduling capabilities, but the main reason they 

are not really suitable for hard-drive backup is that they do not retain your file-system 

structure because you end up having to put everything into a sync folder. 

Online backup services retain your file system structure and let you restore everything 

back the way it was in case you need to rebuild your hard drive. 

3.3 OBJECTIVES CONCLUSIONS 

Cloud platforms for experienced and established businesses are a place where files can 

be shared while adding to increased efficiency and production. However, the use open 

file sharing platforms can place an operation at risk. 

In a survey of business users undertaken by SpiceWorks, 61% of those polled said 

they are currently using the cloud platform or plan to in the near future. Of the collated 

returns the top 3 advantages they listed for cloud-based file sharing were: 

 Accessibility from anywhere (76%),  

 Collaboration & sharing capabilities (51%),  

 Convenience (36%).  

Other popular advantages listed were backup features, lower cost and ease of use.  

On the flip side the main concern that these same business users had was:  

 Security issues (73%)  

  Legal liability (49%)  

  Reliability (48%)  

 Management headache (36%). 
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What was very apparent from the survey was that IT employees think very differently 

to users when it comes to the utilisation of a business cloud. It was quite apparent that 

personal preferences influence decision making in the work place. 

87% of employees preferred Dropbox, while only 28% of IT pros agreed with that 

preference. 37% of IT Pros prefer a more secure source that is not as widely popular 

with personal file sharing users. 

The survey concluded there is a gap when it comes to personal and professional 

preference. Many cloud file sharing solutions in industry fit the needs of many 

different people and businesses. With security, compliance, reliability and ease of 

management being the biggest headaches the selection of platform needs to meet the 

business needs whilst negating risk and providing value money. 

Ultimately, the decision for individuals to use public file sharing platforms comes 

down to cost or a lack there off. Ignorance of the associated risks, mine included prior 

to this exercise, encourages the proliferation of public file sharing sites. 

Industries reluctance to invest in and manage private or hybrid platforms further 

compounds the use of public applications, as does the singular dependency on CAFM, 

CMMS and ERP systems. 

To progress my solution I must address the following points. 

 Cost 

 Accessibility 

 Interoperability 

 Security 

 Scalability 

 Compliance 

 Reliability 

 Human factor 
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4 Proposed solution 

 

Interorganisational communication utilising web based applications is the mechanism 

to deliver my intended solution but what are the required constituent parts to make a 

mutually viable interorganisational platform? 

 

Figure 13 Interorganisational AEC Communication – M Dolenc & R Klinc 

 

To progress my intended solution, I first used the MindMup tool to assist identify what 

attributes and qualities a viable interorganisational AEC communication tool should 

have whilst including the  platforms, systems and applications discussed in this report 

for the purposes of parity. The initial iteration can be seen in figure 14 below. 
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Figure 14 Solution MindMup 
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4.1 SOLUTION REQUIREMENTS 

A small SME will not necessarily have the resource, technical capability, funds or 

desire to develop a bespoke interorganisational communication tool. To this end the 

first decision is to use a paid for third party service utilising a cloud based system. 

The platform would need to be a SaaS -PaaS cloud based application hosted by client 

servers. This will address security and scalability concerns whilst controlling 

accessibility in accordance with agreed convention. 

The realised application should promote EFFS and block file transfer capabilities.  The 

former will allow for interdepartmental collaboration whilst the later will negate 

wasted time and storage by only updating data that needs to be changed. 

The platform should offer both storage and back up functions as distinct entities. 

Simple navigation and access to allowed documents is pre-requisite. 

The ability to talk to embedded CAFM, ERP or CMMS systems would be 

advantageous in the promotion of interoperability but the additional complexity may 

prove to be at the detriment of performance and user friendliness. 

The cost of such a provision will obviously be concern, but if the benefit afforded by 

utilising such a system can be offset against the improvement in business functionality 

across different organisations by demonstrating the reduction in waste, the return of 

investment should be quantifiable.  

The human element of any such initiative is always harder to qualify but none the less 

will be pivotal in the successful implementation of any such initiative.  To assist with 

the demarcation in roles and responsibilities my preferred solution would require the 

following qualities. 

The SME would own the platform and assign a single Administrator as owner. Said 

individual would allow access and privileges to organisations and departments 

depending on need. 

Email address for individuals are s single point of failure. To negate this the SME will 

advise all participants of the need to set up shared mail inboxes with which to interact 
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with AEC communication tool. These shared inboxes can be monitored by relevant 

operatives and will greatly reduce reciprocal email traffic. 

The naming and formatting of documents will be agreed at commencement, the onus 

sitting with the originator of the document where practicable to ensure that all 

uploaded data conforms to the naming and format protocol. 

The SME administrator will assign access privileges to all nominated 

interorganisational participants. These rights will take the form of edit, co-edit, upload, 

export, read only and the ability to run reports on collated data. 

The AEC tool should have the ability to generate autonomous email notifications or 

alerts within the application to notify users of a change of state within in a repository 

or if the need for action is required to progress a hierarchal process. 

Figure 15 below demonstrates the selection process used to assist identify core 

attributes as identified in figure 14 with which to progress the AEC communication 

tool requirement’s. 

From figure 15 I have devised a process flow to support my rationale detailing the 

physical interaction required to develop a AEC communication tool that would enable 

interorganisational, interdepartmental and interpersonal exchange of common 

documentation, reporting and analytics. 

This can be found on page 34, figure 16. 
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Figure 15  Revised Solution MindMup
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Proposed process flow for the exchange of interorganisational information to eliminate repetition, waste and protraction.
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Figure 16 AEC Communications tool process flow 

 

4.2 INDUSTRY COMPARISONS 

I have conducted extensive research into existing products on the market that match 

in part or all of the attributes I am looking to promote in an interorganisational 

communication tool. 

There are  numerous paid for service that offer elements of my proposed total solution, 

namely Enterprise Box, Drop Box for business, Share file and Egnyte to name but a 

few. 

Whilst these sites afford collaboration, increased security and reliability amongst other 

traits, none promote the ability to provide reporting functions or track compliance 

against prescribed metrics. 

However, one product did stand  out from the cohort. DataStation  

“DataStation enables your organisation to demonstrate management of company 

policies and procedures”. [6] 

 

Figure 17 DataStation Logo 

 

4.3 DATASTATION [6] 

 

DataStation is a 'managed application' accessible to authorised users via the Internet. 

Using DataStation, companies can effectively: 
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 Keep records and drawings for all properties and workplaces in one place. 

 Plan, schedule and record all routine maintenance and safety compliance tasks 

and audits. 

 Assign and track action items. 

 Upload documents from your laptop or handheld device. 

 Track actions created from reports and audits. 

 Manage assets, plant and equipment. 

 Produce lifecycle costing models for assets. 

 Manage environmental compliance. 

 Report and manage accidents and incidents. 

 Manage training and provide on-line training solutions. 

 Cut costs of compliance management. 

 Demonstrate compliance. 

 Manage incidents and investigations. 

 Graphically analyse data in real time. 

 Produce management reports. 

 And much more. 
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Figure 18 DataStation information centre 

4.4 HOW CAN DATASTATION HELP YOUR ORGANISATION? [6] 

 DataStation helps you to ensure that your staff know where to find information. 

 It gives your staff confidence to perform their tasks within the expectations 

your business places on them. 

 DataStation helps to reduce incidents by enabling you to focus attention on 

reoccurring needs and issues. 

 DataStation gives you tools to perform time intensive tasks in seconds, such as 

calculating incidence rates, analysing the training needs of part of the business 

or establishing how compliant a site really is. 

 Provide your clients with confidence that you are servicing their requirements 

with reports from DataStation. If you choose, you can provide them with 

access to the information on the system. 

 Capture useful data across the organisation through standardised forms and 

documents which are tailored to suit the needs of your business. 

 There is no need to purchase licenses for database software, computer 

hardware or software programs requiring support from in-house helpdesks. 

Just an annual service contract. 
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 DataStation integrates seamlessly into your existing processes and helps you 

to streamline them. 

 DataStation provides faster and easier access to your data from anywhere in 

the world. 

 DataStation offers alternative means of collecting data which can reveal 

improvement factors for your organisation. 

 DataStation can track health & safety factors and help you manage risk. 

 DataStation demonstrates control of information which has helped clients win 

contracts and prove eligibility to form partnerships with larger client 

organisations. 

 DataStation brings clients, staff, contractors and tenants closer together 

making relationships more efficient. 

 DataStation promotes electronic communication and data storage minimising 

requirements for storage, printing and postage. 

 Flexible finance options enable you to optimise your cash flow. 

 DataStation providers and partners offer you fanatical personalised support for 

your business. 

 

 Using DataStation as a managed application means there are no additional IT costs. 

All you just need a computer/portable device, a web browser and a connection to the 

internet. Applications, which are managed in-house, may require additional hardware, 

communication infrastructure, software, staff support, and a budget for 

upgrades/replacements each year. 

 DataStation enables your organisation to demonstrate compliance throughout the 

structure. Compliance can be achieved for individuals, specific site(s), 

portfolios/groups, companies or the organisation as a whole. 

 Time intensive tasks that would normally take a while to perform can be automated 

in DataStation. This could be the organisation’s Injury Frequency Rates, a task which 

can take just a few seconds in DataStation. Perhaps a contractor has fallen behind on 

his work. DataStation can tell you exactly where the problems are. Tracking staff 

training records, managing health & safety risk assessments, tracking action status and 
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monitoring improvements in compliance are tasks which are made simple using 

DataStation. 

DataStation will save you money. We guarantee it. How? See the benefits. 

4.5 PRICING [6] 

DataStation is competitively priced on an annual contract. Our clients do not buy 

software, they pay for a service. Why? 

 

 DataStation requires expensive third party software to run. 

 DataStation requires dedicated servers for its Database and Web Services. 

 DataStation requires firewall hardware. 

 DataStation requires significant disk space. 

 DataStation requires daily backups. 

 DataStation requires redundancy and continuity including: 

a. Additional disk space 

b. Additional processing power 

c. Cooling 

d. Backup power (generators) 

e. Security 

All of these features cost thousands of dollars. Add to this the cost of providing offsite 

support for customised installations and on site technology support for your users 

means that the cost of purchasing software for individual installations is prohibitive. 

Offering an annual contract allows your business to pay for the modules you require 

as they are needed without the additional expenses, that we’ve already covered. 
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4.6 HISTORY  [6] 

 

The foundations for DataStation were laid in 1998 during the concern leading up to 

the Year 2000 about how the rollover from 1999 to 2000 would affect industry. 

Many companies and tenants around the world were concerned about how the Year 

2000 would affect property assets. In association with AIMS Group (a large UK 

Health & Safety consultancy), CORE Health & Safety surveyed and analysed 

thousands of property assets for a range of property companies and managing agents 

throughout the United Kingdom. 

At the end of 1999, a large amount of asset data had been collected and it was 

suggested to clients that a maintained asset database linked to maintenance and health 

and safety documents would be extremely useful. At the time, most documentation 

was delivered and stored in paper formats. For example, one large property 

management company owned a multi-storey building in Kingston, London packed full 

of documentation for all of their properties. These included Fire Certificates, 

Maintenance Records, Deeds, Plans and other documents. The trouble was that the 

'library' had to be maintained and organised. Many documents also disappeared from 

the library over time and had to be replaced. 

 

CORE Health & Safety evolved into United Data Group and developed a database 

driven web based solution on Microsoft's emerging web technologies. This managed 

application was one of the first on the market. The product was named "TrackRecord" 

because the intention of the web application was to track records (replacing the old 

libraries), but it quickly expanded to cover all sorts of additional areas of management 

requested by clients, including things as diverse as Visitor (Footfall) Counting, Life-

cycle Property Costing and Contractor Accreditation. 
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By 2002, United Data Group was busy helping Land Securities, Sainsburys, LaSalle, 

King Sturge, AIMS Group and numerous other organisations to convert paper 

processes to electronic processes. 

In 2002, the directors of United Data Group agreed to be purchased by AIMS Group. 

Shortly after this, in 2003 AIMS Group was purchased by a London Stock Exchange 

company. 

Several months after the takeover, the key members of the original TrackRecord 

design team formed a new company and went back to the drawing board with the 

intention of designing a better system from scratch. 

The vision for the new system was to build on a different architecture which would 

better suit the way that industry was evolving and allow everyone to work smarter. 

Sales of the system were originally aimed at the rail industry through several 

organisations partnered with British Rail. For this reason, the new system was named 

"DataStation". 

After establishing a significant client base for DataStation in the UK, an office was 

established in Perth, Western Australia to promote DataStation to Australasia. From 

the beginning it was obvious that Australia had similar but additional market drivers. 

Working with clients and partners, solutions were quickly developed to service those 

needs. 

The move has benefitted DataStation hugely because the biggest contributors to our 

services are (and will always be) our clients. DataStation development is now driven 

by teams on both sides of the world and the end result is a product which can be applied 

to multiple industries with the flexibility to adapt to the unique processes and 

requirements of each client no matter where in the world they operate from. 

DataStation now manages hundreds of thousands of documents, actions, properties 

and assets around the world. 

DataStation continues to expand its service with new operations in USA, Canada and 

the Middle East. 
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5 Conclusion  

 

When looking to clarify my objectives in proffering a viable interorganisational 

communication tool in section 3.3, I identified eight headings by which to qualify the 

suitability of the chosen platform or hypothesised scheme. 

To conclude this exercise I will summarise the merits of DataStation against my 

chosen measurement criteria. 

5.1 COST 

Comprehensive costs will only be ascertained upon application,  but a survey 

undertaken www.capterra.com suggests that packages can start from as little as $25.00 

and summarises that the overall solution provided by DataStation is “affordable” 

based on an annual contract. 

Irrespective of the lack of factual pricing details, I believe the overall cost benefit of 

utilising this SaaS platform will be far greater than attempting to self-manage and 

deliver a similar internal product. If cost is a driver in choosing a solution then the 

DataStation offering should not be discouraged. 

5.2 ACCESSIBILITY 

By virtue of the fact that DataStation utilises The Cloud, SaaS and the Web, one can 

conclude that accessibility or the potential lack thereof has been negated.  

5.3 INTEROPERABILITY 

DataStation purports to integrate seamlessly into existing organisational process but I 

have not been able to evidence this. The ability to talk with embedded CAFM systems 

would be advantages but if additional development is required to facilitate this action, 

the cost benefit begins to be eroded. 

http://www.capterra.com/
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On a purely transactional basis, the platform does afford interoperability by virtue of 

the fact that information can be retrieved and manipulated from anywhere in the world 

utilising a host of devices and operating systems. 

Although not as technically interoperable as mooted, the platform provides the end 

user with sufficient functionality to enhance their operational capability. 

5.4 SECURITY 

The DataStation platform is hosted by Rackspace (www.rackspace.com). Rackspace 

are a Microsoft Gold Certified Partner and manage one of the most reliable Internet 

Networks in the world [6] 

Rackspace have committed extensive time, cost and development of their risk and 

compliance protocols. Figure 19 below depicts their current affiliations. 

 

 

Figure 19 Rackspace compliance and security standards 

The DataStation platform hosted by Rackspace can be deemed as safe and secure 

service. 

5.5 SCALABILITY 

Scalability for Datastation is not an issue. The package can cater for one site or for 

hundreds. Once the documentation capture templates have been developed the only 

differentiator will cost and scope of functionality 

http://www.rackspace.com/
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The literature discusses scalability from the perspective of a single enterprise but 

system lends itself favourably to interorganisational communication flow although 

this may prove to be harder to manage. 

5.6 COMPLIANCE 

Compliance from a security and statute perspective has been proven but the original 

output of this exercise was to find a tool capable demonstrating statutory PPM 

compliance within an FM delivery. 

DataStation more than meets this objective and should prove an exciting prospect for 

an SME looking to enhance their performance and operational reporting without 

incurring extensive costs for internal development and ongoing maintenance and 

management. 

5.7 RELIABILITY  

The Rackspace hosted platform has been rated 4.5/5 following the Capterra survey [7] 

discussed in 5.1.  

 

Figure 20 Capterra survey results [7] 
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5.8 HUMAN FACTOR 

I believe the DataStation platform to be a viable and credible system with which to 

promote and proliferate statutory compliance as well as host of other files sharing and 

reporting functions.  

I strongly believe that interpersonal and interdepartmental communication challenges 

within an organisation can be negated with the use of this tool. There is also sound 

reasoning to suggest that its interorganisational use can also be viable. However, I feel 

that this will only be feasible ascending from the SME up the hierarchal chain, not 

down to the specialist providers. 

A typical Datastation package may allow for a dozen sites under the stewardship of a 

single enterprise. Nominated individuals would have the responsibility to update their 

respective sections of the tool. To this end, their remains a dependency on single users 

to gather, collate and manage their data, inclusive of resultant actions. 

Providing access to the engaged specialist is my preference along with enforcing 

formatting and naming conventions at source but in reality, this will not really be a 

tenable option.  A designated SME operative will still need to manage this function 

and as such, the quality of data the system can provide will always be subject to the 

quality of data sourced and stored within the tool.  

Whilst this can be seen as an incomplete solution against the mooted model, the 

information available upstream from the SME should be of sufficient quality to enable 

prompt and efficient decision making. The hard work will be in the collection and 

preparation of the source data. 

Depending on the size of SME or available resource to administer the Datastation 

platform, I would very much encourage its use thereof as a means of demonstrating 

compliance to stakeholders and peers alike. In my professional opinion, the tangible 

benefits afforded by DataStation far outweigh the encumbrance of obtaining the 

source data which would still remain a necessity for individuals managing CAFM, 

ERP and CMMS systems alike. 
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6 Terms and Definitions  

Term  Definition  

BIM Building Information Modelling  

CAFM Computer Aided Facility Management  

CAFM Computer Aided Facility Management  

CMC Computer Mediated Communication  

CMMS Computerised Maintenance Management Systems 

CRM Customer Relationship Management  

ERP Enterprise Resource Planning  

ERP Enterprise Resource planning 

FTP File Transfer Protocol 

HPC High Performance Computing 

HSE Health Safety and Environmental 

HTC High Throughput Computing 

HTTP Hyper Text Transfer Protocol  

HVAC Heating Ventilating Air Conditioning  

Iaas Infrastructure as a service  

IP Internet Protocol  

KPI Key Performance Indicators 

OEM Original Equipment Manufacturer  

PaaS Platform as a service  

SaaS Software as a service 

SLA Service level Agreement 

SME Small Medium Enterprise  

SMTP Simple Mail transfer Protocol  

SSL Secure Sockets Layer  

TCP Transmission Control Protocol  

TLS Transport Layer Security  
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