
 

Cloud Computing Security for a 

Cloud Service Provider 

 

Samuel Stewart 

 

112221231 

 

 

 

 



Table of Contents 

 

Introduction 

Security concerns 

i. General security concerns 

ii. Security concerns with virtualization 

iii. Security concerns with provisioning 

iv. Security concerns with data storage 

Cloud security architectural elements 

Data security 

i. Encryption 

ii. Different options for access controls, MAC, DAC and RBAC 

Good practices for a cloud service provider and security monitoring 

Conclusion 

 

 

 

 

 



Introduction 

There are three service models for cloud computing, Software as a Service (SaaS), Platform as a 

Service (PaaS) and Infrastructure as a Service (IaaS).  

ñ SaaS is where the consumer is provided with applications which run on a cloud infrastructure 

and is not concerned with the supporting infrastructure. The applications may be accessed, 

for example, through using a web-browser as the interface, as is the case in Google's 

GMAIL. 

ñ PaaS is where the consumer is capable of deploying applications onto the cloud infrastructure 

which are made using programming languages and tools. Again, the consumer is not 

concerned with the underlying infrastructure, and just controls the applications which are 

deployed. The consumer is provided with an environment that can host any application or 

service. An example of this is Google's Google App Engine. 

ñ IaaS is where the consumer is given the use of processing, storage, networks and other 

computing resources and is allowed deploy operating systems and applications. The 

consumer, again, is not concerned with the underlying infrastructure, but controls the 

operating systems, storage and the applications which are deployed. Virtualized resources 

such as virtual machines are provided to the consumer. An example of this is Amazon's Web 

Services. 

 

There are four cloud deployment models, public cloud, private cloud, community cloud and hybrid 

cloud: 

ñ A public cloud is where the cloud infrastructure is made available publicly and is available 

externally to users with little restriction over who may use it. Most commonly, a public 

cloud is accessed via the internet. An example of a public is Amazon's Elastic Compute 



Cloud which is IaaS. From a security point of a view, since public clouds are often offered 

by providers seeking to make a business from building a large-scale infrastructure which is 

then offered to many clients, data from different clients may be held in a common storage 

area. This makes access controls and encryption important for these clouds. 

ñ A private cloud is where the cloud infrastructure is used solely by an organization. The 

cloud exists internally for users. Often, an organization will create a private cloud using 

virtualization on their own data centres. From a security point of view, since a private cloud 

is available only to one organization, there is no risk of mixing of data from different clients, 

however, within an organization using a private cloud, there may be a need for certain 

departments to isolate their data within the cloud.  

ñ A community cloud is where the cloud infrastructure is used by several organizations which 

share a community with the same concerns. The cloud may be run by the provider or by the 

community and may exist internally or externally to the community. A community cloud 

allows multiple organizations to share a private cloud and avoid concerns such as security of 

using a public cloud. A community cloud could also be used, for example, by different 

government agencies which have business with one another, as locating all their processing 

in one shared cloud could save money and give them increased security. 

ñ A hybrid cloud is where the cloud infrastructure is made up of a mixture of private, 

community and public clouds. The clouds are bound together to enable the portability of 

data and applications. An example of where a company might use a hybrid cloud is where 

they already have a private cloud, but there are significant savings from using a public cloud 

for certain tasks such as testing out a new system.  

 

Another important concept that we come across in cloud computing is virtualization. Clouds can be 

formed using virtualization. In virtualization, a virtual machine is a software implementation of a 



computer inside another computer. An operating system or a program is used to create an 

environment within another environment. Virtualization allows for a server to be utilized in a cost 

effective manner. A hypervisor is the main component that enables virtualization.  

 

Cloud Computing is a broad driver for change, it is causing the following major changes in IT:  

ñ It is causing changes in IT staff. Due to the large scale of cloud computing, there is a high 

degree of automation and a highly structured infrastructure which means that a large cloud 

can be managed by a relatively small staff. Compared to a standard IT department there is a 

lower staff ratio. 

ñ It is causing a simplification of IT. If a company were to use a traditional IT solution, it 

would cost money to build and operate, whereas using a private cloud, small departments 

within a company will have access to more IT without any additional costs, as resources are 

pooled together. 

ñ It is causing greater reliability of computing, due to the large scale enabling efficient 

management. 

ñ It is lowering the cost of opportunity. Cloud computing enables small businesses and others 

without much capital to avail of services and computing resources which would be 

otherwise unavailable to them, whilst using less capital investment. 

ñ It is lowering the cost of security. Due to patterns in infrastructure, greater automation and 

the scale of cloud computing, security can be offered at a lower cost. 

 

 



 

Security Concerns 

General security concerns   

Here are some general security concerns that exist for users subscribing to a cloud service: 

ñ Availability of network: The customer’s network bandwidth and connectivity must meet the 

needs of the service. If the cloud is not available when it is needed, we have the equivalent 

of a denial of service 

ñ Viability of the cloud service provider. Since cloud service providers are relatively new 

since set-up, there may be concerns over the viability of their business and their 

commitment to the service. 

ñ Disaster recovery situations: There needs to be confidence that there will be continuity of 

business and services if a disaster occurs in the cloud service provider’s production 

environment 

ñ Incidents of security breach: A user will need to be informed by the cloud service provider 

when there are security incidents. The cloud service provider will be required to give 

support in response to audits and assessments. 

ñ A user will require transparency from a cloud service provider about the security of the 

cloud, privacy, and how security incidents are managed. 

ñ There may be concerns over privacy and control over data, since data may not remain in the 

same system, which may raise legal concern. Data may also be mixed in storage with data 

belonging to others. 

 



Security concerns with virtualization 

There may be security concerns with virtualization for the following reasons:  

ñ The hypervisor can become compromised meaning that all virtual machines running above 

the hypervisor would be affected. However, despite compromise of a hypervisor having 

great impact, the probability of an attack is low. 

ñ When allocating and deallocating local storage to virtual machines, data written to the 

memory must be cleared before the same memory is allocated to another virtual machine, 

otherwise the data may be exposed.  

ñ There may be an undetected network attack between two virtual machines which are both 

located on the same physical server. To deal with this, the user of a virtual machine can use 

a firewall based on the operating system. However, the firewall may fail if the virtual 

machines are moved around by the provider to achieve load balancing of the cloud and the 

IP addresses of the virtual machines change during this relocation.  

Security concerns with provisioning  

The following security concerns exist with provisioning: 

ñ Master images must be able to be protected and deployed securely. This relies on the 

security of hypervisors and also requires for the process to be isolated at every stage of 

provisioning. 

ñ User Ids and IP addresses that are recycled with provisioning must be done so with care so 

that a user can not gain access to the previous user’s data. 

ñ There are also similar concerns which must be considered with deprovisioning. 

 



Security concerns with cloud storage.  

There may be security concerns with cloud storage for the following reasons:  

ñ Since storage is a centralized facility in clouds it may be an attractive target for hackers 

ñ There may be multiple tenants within a cloud, and data isolation mechanisms may fail, 

meaning that data may be exposed 

ñ Since storage systems are a complex implementation of hardware and software, there is the 

potential for catastrophic failure modes that might either destroy data or expose data from 

one customer to another. 

ñ A cloud service provider may store data across a number of different hosting nations and 

data may become accessed by a hosting nation's government. 

 

Cloud security architectural elements 

A cloud service provider should satisfy the following security requirements for the architecture: 

ñ Physical security: The facility that the cloud data centre is hosted should be physically 

secure. The building should be secure from unauthorized entry, there should be access 

control in the building and monitoring of the building via video. There should be personnel 

identification and access controls. There should be a system for detection of intrusion and 

response systems if an intruder is detected. There should be a trained staff to look after 

procedures to protect the contents of the building and maintain physical security. 

ñ The cloud security should follow suitable international standards. All details of cloud 

security should be kept in a cloud security policy. There should be a set of supporting 

documents to go with the security policy as follows: guidelines for enabling security of 

infrastructure software development, a use policy for all types of users, a set of security 



standards for access controls, Incident Response and Management, security testing, data and 

communications encryption, password standards and monitoring. 

ñ The cloud should have cloud-wide time service. The operation of systems and in particular 

system logs require the correct time. Hence, there needs to be a time source which all 

systems are synchronized to. The correct time will come from national time standards via 

radio, satellite and hard-wired transmissions to the main time servers. It can then be 

distributed via Network Time Protocol subnets to all secondary servers and on to end users 

from there. 

ñ The cloud should have identity management. This is a very important aspect for the security 

of a cloud. There needs to be an identity management system to allow for the authentication 

of cloud personnel as well as allowing for large scale authentication of users. During 

deprovisioning of identities and recycling of users names, data from an old user must not 

become available to a new user. 

ñ The cloud should have access management. Access should be restricted to certain areas of 

the cloud based on the user's identity. Cloud personnel should be restricted from seeing 

customer data and if access is needed to a hypervisor controlling a user's virtual machine, 

this access should be highly constrained and under circumstances which are documented by 

the security policy. In situations where a privileged operation is required, it should require 

authentication by multiple staff to carry out the operation.  

ñ There should system and network auditing in the cloud. There need to be event logs for all 

system and network security events, with all information being recorded from a security 

event needed to analyse the event, including the time, the user Ids, event codes and other 

supporting information. These logs need to recorded at close to the time of event and 

centrally collected so that there is prompt alerting. The logs need to be archived either 

indefinitely or for as long as set out in the security policy, so that long term analysis may be 



done to improve security monitoring. 

ñ There should be security monitoring in cloud to monitor security event logs, monitor 

network traffic and monitor physical security systems, with alerts sent out by various means 

once a security incident has been detected. 

 

A cloud service provider should ensure that the following patterns and elements that support cloud 

security are adopted:  

ñ Defence In-depth is used. This is where multiple layers of defence are used to defend against 

a possible attack. For example, for an access control mechanism, we might first use a virtual 

private network for remote access, which is the first layer of defence. We might then only 

allow VPN access from IP addresses which are whitelisted, which is the second layer of 

defence. Finally, for a third layer of defence we might require that users use a security 

token, with a code which changes every minute or so. 

ñ Honeypots are used. A honeypot is a decoy technique in which a false system is created to 

entice an attacker. Once the attacker is lured to the honeypot, it is then used to observe and 

alarm of the attacker. A virtual machine can be used as a honeypot, which will then monitor 

and alarm of any attempt to access it. A honeypot virtual machine can also be used for each 

hardware server, so that if there is an attempted attack on a hypervisor, the honeypot virtual 

machine will pick it up. 

ñ Sandboxes are used. This is where a form of virtualization is used between the software 

being used and the operating system which is running the software. Hence, there is an 

additional layer of security between applications running on a virtual machine and the 

hypervisor. 

ñ There is isolation of virtual machines, particularly for two different users using virtual 



machines which are located on the same server, so that traffic from one virtual machine can 

not be monitored by the other. This has a number of requirements including: using virtual 

machine technology that allows for isolation of two virtual machines which are located on 

the same server, using encryption for all communication traffic entering virtual machines, 

having tight security controls on all virtual machines, particularly ports and having a firewall 

to filter traffic into a virtual machine. 

ñ There is isolation of publicly accessible subnets from private control subnets. This can be 

done by building physically separate networks. To make this isolation effective and ensure 

that traffic is not routed between separate networks firewalls and network controls should be 

used. 

ñ Redundant components are used. This increases reliability if the main component is not 

available. 

ñ The infrastructure should be built in repeating patterns or in repeating similar blocks. This 

has the ability to improve the overall reliability and connectivity. 

ñ A configuration management database is used. This is a database which is continually kept 

up to date and used as the authoritative information source for managing the infrastructure 

of an IT system. It enables automation for many functions in the database, including 

providing contextual information about the environment being monitored for security 

systems. 

ñ Cabling patterns are used. This includes ensuring that cable colour standards are used. This 

will emphasise that networks are separate when repairs are made. It also helps with incident 

response. Also, both ends of a cable should have a unique code which can be scanned and 

uploaded to the configuration management database. A lookup on the database can then be 

done when there is subsequent work on the cables. 



Data security 

Here are some common risks to cloud computing data security: 

ñ One risk to data security in cloud computing is phishing. This is where users are tricked into 

providing credentials that can be used to access the cloud. Common ways of dealing with 

phishing are to restrict access only to whitelisted IP addresses, to recheck passwords  if any 

suspicious event is observed, to monitor URLs which are referring a website and to prohibit 

weak security activities such as sending of e-mails with links that might interact with data or 

allowing password resets to occur without rigorously checking identity. 

ñ A second risk to data security is the risk that cloud personnel with privileged access may 

access a user's data. Dealing with this relies on having good practices within the cloud 

service provider. 

ñ Another risk to data security is the ability to verify the source or origin of data stored in a 

public cloud which may be necessary to do for regulatory purposes or to verify ownership of 

a valuable data set. Using a public cloud, a user might require exact details of what was 

stored, when it was stored and details of the virtual machines and processing that was used. 

This may be very difficult to do with a public cloud, due to the virtualized resources being 

used, hence a solution would be to provide a hybrid model with a private cloud being used 

so as to maintain source and origin details. 

Encryption:  

One important method for protecting data is to use encryption. A cloud service provider should 

ensure that when encryption is used the following requirements are met: 

ñ Computational efficiency of the algorithm in converting from plain text to cyphertext. 

ñ The algorithm is open to analysis by a broad community of cryptographers. 



ñ The output must not be able to be decoded by a bruteforce attack by a very large number of 

computers. 

There are two types of encryption: symmetric encryption, in which a shared secret key is used, and 

asymmetric in which a public and a private key are used. The advantage of asymmetric 

cryptography is that only the private key must be kept secret. 

 

Different options for access controls, MAC, DAC and RBAC  

Another important method for protecting data is the use of access controls. These should be used by 

the cloud service provider when granting access to users of the cloud services. 

ñ In discretionary access control (DAC), access is restricted to users of certain files and 

resources based on the level of access permission of that user. A user with a certain level of 

access permission can pass that permission onto another user. DAC generally requires an 

access control list (ACL) 

ñ In role based access control (RBAC) a user's access to files and resources depends on the 

role of the user. Management of a user's access rights is a matter of assigning them a certain 

role. 

ñ In mandatory access control (MAC), a user can access certain files and resources depending 

on the access permission of the user and that of the file or resource. The user's access 

permission must be greater than or equal to that of the file or resource they are trying to 

access. Access permissions are defined by the policy. 

ñ DAC is useful for a smaller number of users where permissions are easily managed but it 

does not scale well and is not easy to maintain. It might be suitable for use where users are 

within a department in a company, where the user set remains relatively unchanged. 



Otherwise, it is only useful for too small a set of users. 

ñ RBAC is very efficient for access controls if a set of roles can be defined, which can restrict 

access suitably for users. 

ñ MAC is the best to enforce access controls which are based on the policy. This scales to 

very large sets of users and would be useful where there is a large user set as it scales better 

than the other two schemes. 

 

Good practices for a cloud service provider and security monitoring  

Here are some good some good practices for maintaining security for a cloud service provider: 

ñ There needs to be a good security policy. The policy should cover areas of information 

security such as personnel, facilities and hardware and software. It should have standards to 

go with the policy to provide more detail on the content of the policy. It should also be 

updated as required. 

ñ There needs to be a focus on risk management, where security risks are assessed, addressed 

and reduced by orientating security controls and security practices around managing risks. 

ñ There needs to be a configuration management and change control process that manage 

proposed changes, assess possible security concerns and assure that operational systems are 

always updated with the correct version, so that out of date and faulty configurations do not 

make their way back onto the system. 

ñ Auditing best practices need to be followed. This means keeping to a regular routine of 

using tools to identify system threats, continually reviewing security controls to determine if 

they are effectively dealing with security risks, using automated tools routinely to ensure 

that security policy is strictly adhered to, frequently testing the system to ensure that it can 



withstand a variety of attacks and reviewing system logs to ensure security monitoring is 

being done correctly. 

ñ There should be frequent infrastructure vulnerability scanning which should include 

scanning of servers, network devices and management platforms. Logs should be kept of all 

devices as well as all vulnerabilities identified. The data from these scans should be kept, so 

that it may be analysed for likely attack methods. This will also make the results from the 

scans easily available to auditors. 

ñ There should be a separation of duties so that no user has excessive privileges within the 

cloud. For some highly sensitive functions, privileges should require a two person 

authorization. 

Security Monitoring 

Security monitoring for a cloud service provider is based on generating, collecting, analyzing and 

reporting on all data related to security events. The data from security events should collected using 

a centralized strategy as close to the time as possible when a security event occurs. As well as this, 

cloud security is dependent on the input of the configuration management database and having an 

automated way for security monitoring to feedback onto the cloud.  

The main purposes of security monitoring are threat detection, the checking of security controls, the 

exposure of bugs, keeping a log of activity for regulation purposes and allowing forensics to be 

carried once an event has happened. In order for responses to be on time, security monitoring and 

detection must be effective. If good security monitoring is set up, there is also the possibility for a 

cloud service provider to offer security monitoring as a service. 

The following key steps are required to provide security monitoring: 

ñ Security events are generated. Security data can be collected at all levels of the 

infrastructure. This includes operating systems which can generate event data such as 



system logs. Also included are applications, middleware, storage systems, network 

equipment such as switches and routers and network traffic monitoring tools. There should 

be verification that all events are generated properly and including all the necessary 

information including a time stamp. 

ñ Security events are collected. These will be collected in streams and then sent to a central 

collection point. It is important that while doing this, event data is continually collected even 

when it can not be monitored and analysed, that a security event does not have a large 

impact on publicly available parts of the infrastructure network, and that time critical alerts 

are sent out on time even during a security event. 

ñ The security data is analysed and suitable warnings are generated. There is a requirement for 

real time analysis, which requires human review of alerts that are received, more 

sophisticated near real time analysis which can be done by batch analysis, and analysis over 

broad windows of time which is done to pick up patterns between seemingly unrelated 

events and changes over long periods of time. 

 

 

 

 

 

 

 

 



Conclusion 

There is no single method that alone will work to create security in cloud computing. Instead, 

providing security in a cloud requires that all aspects of security are provided in depth from  

architectural considerations such as physical security of the building and following suitable 

international standards, to data security considerations such as encryption and access controls, to 

having good security practices at the cloud and rigorous security monitoring. 
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