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 There are three service models for cloud computing, Software as a Service (SaaS), 
Platform as a Service (PaaS) and Infrastructure as a Service (IaaS). SaaS is where the 
consumer is provided with applications which run on a cloud infrastructure and 
does not manage the cloud infrastructure. PaaS is where the consumer is capable 
of deploying applications onto the cloud infrastructure which are made using 
programming languages and tools. The consumer does not manage the 
underlying infrastructure, but controls the applications which are deployed. IaaS is 
where the consumer is given use of processing, storage, networks and other 
computing resources and is allowed deploy operating systems and applications. 
The consumer does not manage the underlying infrastructure, but controls the 
operating systems, storage and the applications which are deployed. 

 There are four cloud deployment models, private cloud, community cloud, public 
cloud and hybrid cloud. A private cloud is where the cloud infrastructure is used 
solely by an organization. A community cloud is where the cloud infrastructure 
used by several organizations which share a community with the same concerns. A 
public cloud is where the cloud infrastructure is made available publicly. A hybrid 
cloud is where the cloud infrastructure is made up of mixture of private, 
community and public clouds. 

 Virtualization: A virtual machine is a software implementation of a computer 
inside another computer. An operating system or a program is used to create an 
environment within another environment. 
 



 It is causing simplification of IT. For a construction SME, if 
a traditional IT solution were used, it would cost money to 
build and operate, whereas using a private cloud, small 
departments within a construction SME will have access to 
more IT without any additional costs, as resources are 
pooled together.  

 It is causing greater reliability. For an AEC SME cloud 
computing enables better reliability of computing 

 It is lowering the cost of opportunity. For a construction 
SME using a cloud enables them to use otherwise 
unavailable services using less capital investment. 

 It is lowering the cost of security. A construction SME will 
have lower cost of security using cloud computing. Due to 
patterns in infrastructure, greater automation and the 
scale of cloud computing, security can be offered at a 
lower cost. 
 



 Security is one of the main priorities for a construction company using cloud services. In 
general, the security and the simplicity of the service being offered are a compromise between 
one another. Due to its importance we will focus on security for this project. 

Here are some general security concerns that a construction SME may have when subscribing to a 
cloud service: 

 Availability of network: The SMEs network bandwidth and connectivity must meet the needs of 
the service. If the cloud is not available when it is needed, we have the equivalent of a denial of 
service 

 Viability of the cloud service provider. Since cloud service providers are relatively new since 
set-up, a construction SME may have concerns over the viability of their business and their 
commitment to the service. 

 Disaster recovery situations: An AEC SME  needs to have confidence that there will be 
continuity of business and services if a disaster occurs in the cloud service providers 
production environment 

 Incidents of security breach. A construction SME will need to be informed by the cloud service 
provider when there are security incidents. The cloud service provider will be required to give 
support in response to audits and assessments. 

 A construction SME will require transparency from a cloud service provider about the security 
of the cloud, privacy, and how security incidents are managed. 

 An AEC SME may have concerns over privacy and control over data, since data may not remain 
in the same system raising legal concerns and data may be mixed in storage with data 
belonging to others. 

 



Security concerns with virtualization. An AEC SME may have concerns with 
virtualization for the following reasons: 
 The hypervisor can become compromised meaning that all virtual machines 

running above the hypervisor would be affected. However despite compromise of 
a hypervisor having great impact, the probability of an attack is low. 

 When allocating and deallocating local storage to virtual machines, data written to 
the memory must be cleared before the same memory is allocated to another 
virtual machine, otherwise the data may be exposed. 
 

Security concerns cloud storage. An AEC SME may have concerns with cloud storage 
for the following reasons: 
 Since storage is a centralized facility in clouds it may be an attractive target for 

hackers 
 There may be multiple tenants within a cloud, and data isolation mechanisms may 

fail, meaning that data may be exposed 
 Since storage systems are a complex implementation of hardware and software, 

there is the potential, there is the potential for catastrophic failure modes that 
might either destroy data or expose data from one customer to another. 
 



An AEC SME should consider choosing a cloud 
service provider which satisfies the following 
security requirements for the architecture: 
 Physical security: The facility that the cloud data 

centre is hosted should be physically secure. 
 There should be security standards and policies 

covering access controls, Incident Response and 
Management, security testing and data and 
communications encryption. 

 The cloud security should satisfy a number of 
requirements, including cloud-wide time service, 
identity management, access management, 
system and network auditing and security 
monitoring 
 



When using a cloud providers service a construction SME should ensure that the 
following patterns and elements that support cloud security are adopted: 
 Defence In-depth is used. This is where multiple layers of defence are used to 

defend against a possible attack. For example, for an access control mechanism, 
we might first use a virtual private network for remote access, which is the first 
layer of defence. We might then only allow VPN access from IP addresses which are 
whitelisted, which is the second layer of defence, and finally for a third layer of 
defence we might require that users use a security token, with a code which 
changes every minute or so. 

 Honeypots may be used. A honeypot is a decoy technique in which a false system 
is created to entice an attacker. Once the attacker is lured to the honeypot, it is 
then used to observe and alarm of the attacker. 

 Sandboxes are used. This is where a form of virtualization is used between the 
software being executed 

 Network patterns are used such as isolation of virtual machines, isolation of 
subnets, the use of redundant components, and the use of patterns 

 A CMDB is used. This is an information repository for managing the components 
of an IT system. 

 Cabling patterns are used. This means that cable colour standards are used. Both 
ends of a cable could have a unique code which can be scanned. 
 



Encryption is an important method of protecting data. An AEC SME should 
ensure that when encryption is used by either itself or the cloud service 
provider the following requirements are met: 
 Computational efficiency of the algorithm in converting from plain text 

to cyphertext 
 The algorithm is open to analysis by the by a broad community of 

cryptographers 
 The output must not be able to be decoded by a bruteforce attack by a 

very large number of computers 
 
 
 There are two types of encryption: symmetric encryption, in which a 

shared secret key is used, and asymmetric in which a public and a 
private key are used. The advantage of asymmetric cryptography is that 
only private key must be kept secret. 

 For transferring sensitive data, where the transfer must be physical an 
AEC SME might consider the use of a tamper resistant encrypting USB 
drive, so that data may be kept secure outside of the cloud as well. 

 
 



Another important data protecting method is the use of access controls. These should be used by 
the cloud service provider or by the SME when granting access to users of the cloud services. 

 In a discretionary access control (DAC), access is restricted to users of certain files and 
resources based on the level of access permission of that user. A user with a certain level of 
access permission can pass that permission onto another user. DAC generally requires an 
access control list (ACL) 

 In a role based access control (RBAC) a user's access to files and resources depends on the role 
of the user. Management of a user's access rights is matter of assigning them a certain role. 

 In a mandatory access control (MAC), a user can access certain files and resources depending 
on the access permission of the user and that of the file or resource. The user's access 
permission must be greater than or equal to that of the file or resource they are trying to 
access. Access permissions are defined by the policy. 

 DAC is useful for smaller number of users where permissions are easily managed but it does 
not scale well and is not easy to maintain. Might be useful for a department within a 
construction SME, where the user set remains relatively unchanged. Otherwise, it is only useful 
for too small a set of users. 

 RBAC is very efficient for access controls if the SME can define a set of roles, which can restrict 
access suitably for users. 

 MAC is the best to enforce access controls which are based on the policy. This scales to very 
large sets of users and would be useful in an SME with a large user set as it scales better than 
the other two schemes. 

 


